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As you are well aware, the Internet of Things (IoT) is the next big thing. But when people say “the next big
thing” they don't think big enough. The bigger thing is that the IoT is morphing into the Internet of Anything
(IoA) which is much more than just machine to machine (m2m) communication.

The IoA brings anything and everything “online” in a connectedness that generates an explosion of
connected devices, from fridges, cars and drones, to smart swarms, smart grids and intelligent buildings.

This slideshow unravels the mystery behind the Internet of Anything (IoA) and will shed light on the latest
products, security threats and opportunities. Content has been adapted from reputable sources including
academic research and press releases. All sources are linked in the “source” button on each slide.
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I have over three years hands on experience in web
development, from initial hand drawn concept to launch and
ongoing development. I have a strong understanding of digital
marketing, SEO, social media, cross browser compatibility, web
accessibility and general web functions and standards. I have
created several informative slideshows on digital and

technology trends and I hope this one will be helpful to you.

I'love learning new things and thrive on discovering more

about ever emerging technologies.
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In 2016, 5.5 million new things will get

connected ever&i‘éy.‘
’.
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Up to 50 billion things will be connected on the
Internet by the year 2020.
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Sensors and smartwatches, smart meters
and smartphones, washing machines, fridges,

wearable devices, and much more.
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The IoA subsumes drones, smart swarms,
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> Internet of Everything in 2015 will morph into the
: Winternet of Anything. SN
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Cloud-based applications are the key to using
Ieveraed data. The Internet of Thlns doesn't

function without cloud-based appllcatlons to
intemrét and transmit the data coming from all

these sensors. The cloud is what enables the
apps to go to work for you anytime, anywhere.
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Samsung fridge with touch screen

e The fridge is meant to bring more than a little
convenience to the kitchen.

e The Family Hub can display your phone’s pics or a memo

e It can mirror your Samsung TV, so you can keep watching
the game if it comes back on while you're still making
your snack.

e If you walk out of the kitchen, the screen will go to sleep,
and will then turn back on when you come back in, thanks
to proximity sensors.

e a lot of features are controlled through the appliance’s

app
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Learn how to save water thanks to coloured lights.

That’s simple and intuitive.
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Flair allows users to revamp your heating
and cooling system.
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The Puck smart room controller and Flair
Smart Vent work together to give each
occupant the ability to set preferences that
follow the user through the home.

The system uses Puck, a wireless sensor, to
connect with thermostats to learn
preferences, monitor each room, and
make adjustments through the Smart Vent
depending on the conditions.
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One Thermostat Can Only Do So Much
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A Smart home is one that provides its ]

ghomeowners comfort, security, energy efficienc ‘
(low operating costs) and convenience at all
times, regardless of whether anyone is home.
Y
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Wireless Internet .

Home Connection
Center

AUDIO e
Fill your life with music that @ INTERCOM
you control in every room Stop shouting and save steps

and outside. wilh & modern inlercom.
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INTERNET

Roam indoors or out with
wireless Internet access.

@ CAMERA

Keep an eye on the kids
in the yard.

@ CAMERA

Always know who's at your
door before opening it.
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email. shopping and surfing.
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SMART HOUSE
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How smartis a smart home?

Set lights to a certain brightness if there's unwanted
entry or movement.

Get notifications when another family member, pet,
or car comes and goes.

trigger lights to automatically turn on or off.

Get early warnings to help protect a leak from
turning into a flood in a second area of your home

4

SOURCE

H Monitor motion in another area of your home and

Set your lights to dim in the morning when you want
to wake up.
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How smart is a smart home?

7

Get instant alerts if there’s unexpected entry or
movement.

Lock and unlock your doors from anywhere.

Trigger a loud, flashing siren to scare off any
unwanted intruder.

Get notifications when family members arrive and
leave home.

Monitor and control temperature throughout your
home.
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Electricity generated in power stations reaches
to us through the power grid. A smart grid is a

generic label for the application of computer
intelligence and networking abilities to a dumb
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Smart grid means “computerising” the electricjgs '
utility grid. It includes adding two-way digital
communication technology to devicesiil e

associated with the grid.Ji IR ]
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D station

sCa [ransmission netw K5
Generates electricity

Transports electricity over long distances

transportation

S ation transformer Distribution lines Home and businesses
Lowers the voltage of the electricity ready to deliver for Transports electricity to it's final destination Electricity is used to power everday life included
everyday use appliances, lighting and heating
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Fach device on the network can be given Sensors
- to gather data (power meters, voltage sensors
fault detectors etc.), plus two-way dlgltal

| communlcatlon between the device in the fleld
and the utility’s network operations center.
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What a smart grid can look like...

;;, nuclear power plant Fgs
Factories 0 * « - Ihermal power plant

| g hydraulic power
Homes gy ' ' " generation

B, %

Cities and offices

: Renewable energy + Photovoltaic

ecological Uehiul.e Wind generator
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each individual device or millions of devices

from a central location.
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The benefits of a smart grid

More efficient transmission of electricity.

Quicker restoration of electricity after power disturbances.

Reduced operations and management costs for utilities, and ultimately
lower power costs for consumers.

.38 Reduced peak demand, which will also help lower electricity rates.

Increased integration of large-scale renewable energy systems.
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A Smart City is more than a digital city. A Smart

I AT . — 3 N e

City is one that is able to link physical capital
with social one, and to develop better services

T I

Band infrastructures. It is able to bring together

technology, information, and political vision,

into a coherent program of urban and service
Improvements.
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» Smart Cities emanated from the need to live a
good, healthy, happy, safe, secure, easy,
roductive life, Intelligently, by solving most of
our problems that we face today and fulfilling
our needs, which has been proven abundantly in

many parts of the world.
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Environment-

friendly design Regional EMS Smart Buildings
. buildings (Control center) linked through
Wind farm \ : Regional EMS

Battery storage
systems

Next-generation vehicle
center(operation center)

Intelligent Transportation
Systemn (ITS) S~

_ Biomass fuels

Multi-energy
station
EV car
BES.  —— sharing
EVecar
sharing =

"~ Electric bus

Smart House —

Small / Medium-scale

Solar panel Smart Buildings

Offshore wind farm " Multi-energy station

%datanova @ © & ©

SOURCE



http://www.districtoffuture.eu
http://www.districtoffuture.eu
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

AR s L S

the World7



http://songdoibd.com/about/
http://songdoibd.com/about/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

‘; gdo |s Ioc ted |nQoBt| _[r_lallocatﬁ!,o[\ [ g
Northeast Asia, within a 3% hour flig ght to 1/3 of

il o (et . % M ’ P
glgh ___:'_. =

the World S _opu_latlon =



http://songdoibd.com/about/
http://songdoibd.com/about/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

%datanova @ © @ @

SOURCE


http://songdoibd.com/
http://songdoibd.com/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

"-.iu_"'*-- .

A Cit bU|It in just 10 years, at 1 ;200 acres o
former thand or as develoers claim, 8

f: /clatanova 0 Q @ @

SOURCE


http://www.wsj.com/articles/SB10001424052702304579404579236150341041182
http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

-#:-.-.,.1.' 7,
-«l-.q:- ._,."""'_""_

et develoents It i | th rotote for the . reen

— mvestment the government wants to bwld thek 7:_
f‘"'": e TR "‘MEE:EI s
‘W geconomy on |n the future &_; h Sk

0 |-"|
" |



http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

SOURCE


http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
http://korearesearchcafe.com/2015/03/01/floating-idly-a-day-in-songdo/
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

Every inch of the city has been wired up by Cisco with fibre optic broadband
keeping people connected and sending a constant data stream to computer
processors that keep Songdo operating.

TelePresence screens are being installed in all homes, offices, hospitals and
shopping centres so people can make video calls whenever they want.

Sensors embedded in streets and buildings monitor everything from
temperature to road conditions to help the city run efficiently and react to
problems at lightning speed.
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To deal with traffic, RFID (radio frequency identification) tags on cars send

location data to a central hub identifying black spots and tweaking signals to
ease congestion.

Even the small touches have been taken care of: traffic light bulbs are
replaced by light-emitting diodes (LEDs) using a fraction of the power.

Power companies monitor the use of electrical appliances such as

microwaves to better understand how residents use energy and set the grid
to adapt.
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is taking shape..
and residents, businesses, and visitors are
cantributing to the growing ecosystemsu=-
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What can you achieve when a smart car and a
smart city grid start talking to each other? We're

oing to have traffic flow optimisation, because

instead of just having stoplights on fixed timers,

e -

we'll have smart stoplights tha@ can respond to

changes in traffic flow.
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Traffic and street conditions will be
communicated to drivers, rerouting

around areas that are congested, snowed-in, or

tied up in construction.
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Wind River published a white paper on IoT security in January 2015 titled
Searching For The Silver Bullet, it summarises the problem in just three
paragraphs, summarised as: |

e Security must be the foundational enabler for IoT.

on the device.] FHL i ¢
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ol revalent and unrealistic, expectation is that it is somehow 055|ble
S0 compress 25 years of security evolution into novel IoT devices.
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Ramirez outlined three key challenges for the future of IoT:

W

o Ublqwtous data collection.Fe

e Potential for unexected uses of consumer data.
e Heightened security risks.
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Threats to Medical Devices
— N
In April 2014, Scott Erven and hIS team of securit

researchers released the results of a two- -year study on the
vuInerablllty of medical devices. The study revealed major
security flaws that could pose serious threats to the health
and safety of patients. They found that they could remotely
manipulate devices, including those that controlled dosage
levels for drug infusion pumps and connected defibrillators.

-
SOURCE l
_ #

} ‘ IL cla-tanova (£ Xw XS Xin)



http://www.safenet-inc.com/data-protection/securing-internet-of-things-iot/#sthash.f20VGLTa.dpuf
http://www.safenet-inc.com/data-protection/securing-internet-of-things-iot/#sthash.f20VGLTa.dpuf
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

. ‘\ ' %datanova @ © O @
-

SOURCE



http://www.safenet-inc.com/data-protection/securing-internet-of-things-iot/#sthash.f20VGLTa.dpuf
http://www.safenet-inc.com/data-protection/securing-internet-of-things-iot/#sthash.f20VGLTa.dpuf
https://twitter.com/datanovatwitts
https://plus.google.com/+DatanovaAu81/posts
https://www.facebook.com/pages/Datanova/163341163834855?fref=ts
http://au.linkedin.com/company/datanova/
http://www.datanova.com.au

a
) 3
Attacks ainst IoT Devices

To a potential attacker, a device presents an interesting
target for several reasons. First, many of the devices will
have an inherent value by the simple nature of their
function. A connected security camera, for example,

orovide valuable information about the securit
posture of a given location when compromised.
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Fifth Generation (5G) cellular technology will enable the
"tactile Internet"--when humans will wirelessly control
real and virtual objects--but not before we overcome [—
enormous system design challenges.

That was the assessment from Gerhard Fettweis
(pictured right), the Vodaphone Chair of Mobile
Communications Systems, Dresden University of S
Technology, who spoke Sept. 3 to Cadence employees
at the company's San Jose headquarters.

"Up to now, wireless communication--cellular
communication--was about moving content, voice,
video data, whatever it was," Fettweis said. "Tomorrow
we can start to control virtual and real objects. That is
really the cool thing: the tactile Internet--
revolutionizing our whole life."
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The Tactile Internet & 5G

The next wave of innovation will create the
Tactile Internet, introducing numerous new
opportunities for emerging technology markets

and the delivery of essential public services. In =

principle, all of our human senses can interact JESs

with machines, and technology's potential in this &

respect is growing.

The Tactile Internet will enable haptic
interaction with visual feedback, with technical
systems supporting not just audiovisual
interaction, but also that involving robotic
systems to be controlled with an imperceptible
time-lag.
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The Tactile Internet

ITU-T Technology Watch Report
August 2014

Extremely low latency in combination with high availahility, reliability and security will define the character of the Tactile
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Learn more about the tactile internet
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5G - What Will it Be: The Tactile Internet

Gerhard P. Fettweis — Vodafone Chair Professor
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